41 [2iEPSI THEE R (&,

SPUSEIIHIPSINT A
PSIZE X N7
FEIEPSITHEED B
SPUSEIHIAIPSIN AR

ecdh-PSIf43

KKRT16 PSINM4A

BC22 PCG PSIfT43

Unbalanced PSI: ec-oprf based

Unbalanced PSI: SHE-based

ETFecdhBI=FPSITHIY
SPU PSIEEZeH

bucket_psi %[

memory_psi

operator

batch_provder

Secretflow PSIFF &5
Secretflow EEBEL

[EnhraysEdt
¥1a1E secetflow
BEhSPUIR#E
1T PSI

BRIEPSIELLIT X

SPUSCIRAIPSITT4E

PSITE X FI#E

o MEH

X
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PSIENX:

a -

Alice/Receiver Bob/Sender

e Y=y,
PSI

xny

#eRk3E & Private Set Intersection (PSI)

> —RFERANESEHITE (MPC) HMY

> Alicel 5% X, BobiFEESY,

# AliceHIBobiBT HFTPSITMY, BRZELERE NY
> BREIASERESINEEER

F&iEPSITHRED B

PSIf3E:

® 2-Party/Multi-Party PSI
® Balanced/Unbalanced PSI
® Semi-honest/Malicious PSI
® PS| with computation:
4 PSI-CA (Cardinality)
® PSl-Payload Analytics
@ Circuit PSI

Q
>

&
>

MVP. kuscia SCQL
HE. openapi. BE sql join

PSITRERI 3R

ecretflow

psi_csv. psi_df
. SPU bucket_psiA [

PSR A Ecdh. Kkrt16. Bc22ZFEPSIHipY{SEH

YACL OT. OPRF. PRG brpc link
R ECC. AES. HASH

SPUSLIRAIPSITT 43



SPUSCHRAYPSIFhE

o ¥gsxEn
- BC22
* ecdh, kkrt16, bc22(pcg-psi)
« ec-oprf PSI (Unbalanced PSI) KKRT16 e
Transfer
‘ dp-pSI e OT Extension
. sﬁ ec-oprf Unbalanced P51 Public key CuckooHash
» ecdh-3-party(T§ RBELH) Diffie-Hellman,
FHE
¢ BEER

*  mini-PSIGER/INSIBE)

ecdh-PSIf T3

z H(x): hash x into Group G ’
Private Key. a - Private Keyd

dlice bob

Kipoer Xy Y weeVn

H(xy)" i H (x0)°

H P, o, (H(p)*

H 0n)")" . (HOm)P)®

[

(H ()™, ., (H{xa)*)

3 [
N [

[
' v
3 i
L "

Compare two set, Get intersection

ecdh-psitiMUE m :
> Simple to understand and to explain (to your managers)
» Simple to implement
» Best Communication cost, high Computation cost
» Easy to extend
» Can be modified to compute intersection size (PSI-CA)
» Google private join and compute; Facebook Private-ID

—.Pseudorandom

Correlation
Generator
(PCG)

(OLE,VOLE)



- X#25519 . FourQHAE%
1 RE 1R 7 - «  i#mNintel-crypto multi-buffersz#F

- «  HfNSecp256k1hLE T

EBEE - EFYaEREEFRIMY £ —3885: ECDH- PSI
o . BEH, 2RRIEEMMgithub

KKRT16 PSINT43

> BXEEZRTM
@ Propose a novel extension to IKNP and KK OT
protocol
achieve an 1-out-of-n OT , for arbitrarily large n
# Batch, Related-key OPRF (BaRK-OPRF)
> LR BITEER
& 3.8s2/20 (A7)
® 1m 2724 (1.6 F7)
& SPSHE SO LLB i B A
> R

& ALK
& dfEEX



x -

X2

X3

>
Sender
-

2 Receiver

3=Y|

3-Hash Stash-less a s=|Y| )

cuckoo Hash

s« ivi+s+ 1Yl

BC22 PCG PSIfT'4R8

Y1

Y2

Y3

>

>
>

HFsVOLEHIBaRK-OPRF

Generalized Cuckoo Hash
Permutation-Based Hashing




Generalized Cuckoo Hash(GCH)

B (dk) (dk)=(1,3) table_size=1.3n HashNEGR /D, Senderisita
(d,k)=(3,2), table_size=0.65n 1% 3% B OPRFE />
(d,k)=(2,2), table_size=n

2AHash Hi RUS-[0,n—1] 3*len(oprf)*xn—=>2 *len(oprf)* n

MASK n, KERBALKIEEX [

L1
G-
T2
8 ~—— n/f0.6n
OPRF 2n, KA + 2log(n)
Tn
Receiver Sender
GCH(3,2)
N:table size u€ErR \ AER
W=A-U+7v
PCG Gen and Expand - efpn © J n=2-N
q w EF}
A\ CuckooTable fHwASimpleTable
'''''''''''''''''''''' BaRK-OPRF T

Compute and Mask
Polynomial Coefficients Masked Bin Polynomial Coefficients

Compute and Shuffle
OPRF values OPRF values

Compare OPRF
Get Intersection

BC22 PCG PSS



o SLILERBNSE
* Generalized CuckooHash (3,2)

* VOLE {Efemp-zkthBYWYKW21 Wolverine5 3£

s S5ENPHER
» EiREESHN, EXPLEHTAMERNAR, BEISHEBIER
n <22, %, n>22°, FHEFR
e iR BEUTEE
o  fReR: BEFHIMF, SubField VOLE, HBIRSXCEZHEERAO

Unbalanced PSI: ec-oprf based
Hy(x): BEIR ARG BIGHAI TR

! Hy(): Gt RSB EKER )
- EoREHL R - s
BB ‘ Y1, 1Y
) Hy (1), o, Hy )P
BN

X1, ey Xn

Hy (%)%, o, Hi(x5)®

A J

(Hi(x0)*)P, ..., (Hy () )P

r 3

(Hy (x))PYY, ..., (Hy (xg) )P )

Hl(xl)ﬁ’ ey Hl(x‘n)ﬁ




HESERELR
ecdh-psi ec-oprf psi
alice ny + Ny 2 xny
bob ny + ny Ny + Ny
Bt 2*xny +2+*ny 3*ny +ny

Unbalanced PSI: SHE-based

O @
- |X|=nx<<lyl=n}’ -
alice bob

Offline 4t 1. HHEEIRERTEEPRF

2. #HNCuckooHash
i 3. BB A RASEXZTHR

Online Stepl-OPRF

Y ={FOIyeY}
X =Fr(x) =

Online Step2-FHE 33

oi ;= log(ny) "
{Iz] |i =1,248,..,2 } : 1 HEFE R

) 2. 1t #[z] = r[gep([2°] — 9

= QpyXx™ + -+ ayx + Qg

z=0<x€Y

APSI5ec-oprf PSILLE:

> MR
REBEREUESNEIBRERHEI/NEIER
> ﬁk/ﬁ\

HEEX, BETRIEEK

EFecdhf=APSIHiY



H(x): hash x into Group G

Private Key: a - Private Key: 8 - Private Key: ¥
Alice Bob Charlie
X5 gt Y1 s ¥n - R 2
H (x;)*
> H@Y
andom
n(H(y)*F) K gy
i R(H(x;)“ﬂ) n(H(yl)ﬁ) Shuffle
n(H(x;)*F) -
SEnD) . HXny)esr
H(z)"? H(z)" '.I
H(Z‘)a’gy .|
H(z)%\

¢ AliceflBob%ki# {732 H, BEIshuffleGHRARE
@ AliceigshuffleEFARE, RifCharlie

¢ Charliefil 25 B &R K R EBobi1Alice Il %

¢ Charlietlt REREIE, BIRE

> L=
¢ ETecdh-psi, MY ERS T
> R

& tFAlicefIBobW AR EHE

SPU PSIAE 24

\ \
L]
Compare two set,
Get intersection



> &—A0
& ANO&E: bucket_psi, mem_psi

> IFIHEKR
¢ BESWIFAMELE (1012711R)
> BN\ b 18
* RERRIMNEEHREEERE
S MNERTHEEM
> BHEE
& TR IZidFIHEF
¢ e Elabel?
Secretflow PSI APl !
CsvChecker
high_level: bucket_psi Python Binding E l
= HashBucket
low_level: mem_psi SPU PSI API ; l
| " y o l
. SPU BucketPsi ’r FLiloc e
SPU MemPsi : l
/ fbperator Inte-rface\ \
ECDH-3PC Operator ECDH Operator NParty Operator KKRT Operator
e ~
el TS
Y \d /CB re \ L
ECDH-3PC Core [+ ECDH Core KKRT Core

*bucket_psi: H&API, BidHashHHZFBENIE, EREFRERE (MBETE. ol RE. SR/ B, SRHERF)
+mem_psi: {RRAPI, BEiEZRZENIMERE + £—HANKD
*Operator: EZEAE, OLEREFE—ZOBATEAHER; ERITEX, RAMYIEARE

10



%#ﬁﬂﬁmﬁﬂﬁ

SecretFlow psi_csv python api BAKRZ

Py | | ERE S

SV ( BucketPSIE 3 )
IR ecdh ec-oprf
——

BHRRER

Ll

bucket_psi &[0
libspu/psi/psi.proto

message BucketPsiConfig {
[/ The psi type.
PsiType psi_type=1;
/1 SEcified the receiver rank. Receiver can get psi result.
=
uint32 receiver_rank = 2;

// Whether to broadcast Esi result to all parties.

bool broadcast_result = 3;

/! The inEUt Earameters of Esi.

InputParams input_params = 4;

// The output parameters of psi.

OutputParams output_params = 5;

/! O_m.innal, specified elli&cume cryptography used in psi when needed.
CurveType curve_type = 6;

// Optional, specified the hash bucket size used in psi.

uint32 bucket_size = 7;

class BucketPsi {
public:
// ic_mode: HIECEHIEARZ, X77n]RLEIERRE M H
// Interconnection mode, the other side can be non-secretflow application
explicit BucketPsi(BucketPsiConfig config,
std::shared_ptr<yacl::link::Context> lctx,
bool ic_mode = false);

11



memory_psi

libspu/psi/psi.proto

message MemoryPsiConfig {
/1 The psi type.
PsiType psi_type =1;

/! Specified the receiver rank. Receiver can get psi result.
uint32 receiver_rank = 2;

// Whether to broadcast psi result to all parties.
bool broadcast_result = 3;

// Optional, specified elliptic curve cryptography used in psi when needed.
CurveType curve_type =4;

class MemoryPsi {
public:
explicit MemoryPsi(MemoryPsiConfig config,
std::shared_ptr<yacl::link::Context> lctx);

std::vector<std::string> Run(const std::vector<std::string>& inputs);

operator

12



class PsiBaseOperator {
public:
explicit PsiBaseOperator(std::shared_ptr<yacl::link::Context> link_ctx);

// after call OnRun, it decides whether to broadcast result or not based on
// param "broadcast_result’
std::vector<std::string> Run(const std::vector<std::string>& inputs,

bool broadcast_result);

virtual std::vector<std::string> OnRun(
const std::vector<std::string>& inputs) = 0;

protected:
std::shared_ptr<yacl::link::Context> link_ctx_;
H;

TE M H# SLHKKRT PSIfYoperator

class KkrtPsiOperator : public PsiBaseOperator {
public:
std::vector<std: :string> OnRun(
const std::vector<std::string>& inputs) override;

}
EMKKRT PSIBJoperator

REGISTER_OPERATOR(KKRT_PSI_2PC, CreateOperator);

batch_provder
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LS RNESIEER

class IBatchProvider {
public:

// Read at most "batch_size® items and return them. An empty returned vector

// is treated as the end of stream.

virtual std::vector<std::string> ReadNextBatch(size_t batch_size) = 0;

E;

A FEE ML S AT SCH

class MemoryBatchProvider : public IBatchProvider{

Public:
MemoryBatchProvider(const std::vector<std::string>& items);
std::vector<std::string> ReadNextBatch(size_t batch_size) override;

Mesv B S iREST I

class CsvBatchProvider : public IBatchProvider {
public:
explicit CsvBatchProvider(const std::string& path,
const std::vector<std::string>& target_fields);

std::vector<std::string> ReadNextBatch(size_t batch_size) override;

Secretflow PSIF &I5F

Secretflow SfEBEL

ERENERPERINT, 87T RayTREL—1I, BEAMIERSEESLETRay T RIS ZIRR

1T, MMRIENAITEHRIREEIENARay TR E

14



Alice

(iR SEEHEERE

secretflow.init(address=")

ray star --head

o EBR

ray start --address=""

node_ip_address="" --port="" WO ihE

-
RayXxHm RayM¥i i
Workers Workers
Alice SPU Bob SPU
EELE iEfEkhE
SPU [« SPU
l':

T4 riSecretFlowH Z M ray52tm, BT 25 KBS BNrayEdt, SEN, 5—1257h
#HERBRIHITRID, FEESEAESHIMN E

Ray 37 me9 BTt

|

secretflow.init(address=")

[Bhray&E##

ErEiniEERE
Alice i Bob
RayLH R i Ray¥Hm
Alice Proxy i Bob Proxy
ifE it ! WIS
Proxy * > Proxy
| ? i
Workers ! Workers
Alice SPU i Bob 5PU
WiE A : WiEhE
sPU : * SPU
3 :

Ray L5 r B0 6 ik

\

secretflow.init(address=")
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alice 5 Jo /o aliray it . EEXHE A2 2 /5 F)Ray 1)+ 11 A .

ray start --head --node-ip-address="ip" --port="port" --include-
dashboard=False --disable-usage-stats

bob ¥ 5t J #ljray S 7t

ray start --head --node-ip-address="ip" --port="port" --include-
dashboard=False --disable-usage-stats

#0181t secetflow

sf_cluster_config ={ tls_config = {
‘parties’: { "ca_cert": "ca root cert of other parties ",
‘alice': { n n n H H n
) ) cert": "server cert of alice in pem",

# replace with alice's real address. o
'address': 'ip:port of alice’, "key": "server key of alice in pem",
‘listen_addr": '0.0.0.0:port’ }

|8

'bob’: {

# replace with bob's real address.
'address’: 'ip:port of bob’,
'listen_addr': '0.0.0.0:port’
L
12
'self_party': 'bob’
}

sf.init(address="alice ray head node address’, cluster_config=sf_cluster_config,
tls_config=tls_config)

sf.init(address='bob ray head node address’, cluster_config=sf_cluster_config,
tls_config=tls_config)

BEISPUIRE
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spu_cluster_def = {
nodes': [
# <<< /Il >>> replace <192.168.0.1:12945> to alice node's local ip & free port
{'party': 'alice’, '‘address': '192.168.0.1:12945', 'listen_address': '0.0.0.0:12945’},
# <<< /Il >>> replace <192.168.0.2:12946> to bob node's local ip & free port
{'party': 'bob’, 'address': '192.168.0.2:12946", 'listen_address': '0.0.0.0:12946'},

1,

'runtime_config': {
'‘protocol': spu.spu_pb2.SEMI2K,
‘field": spu.spu_pb2.FM128,

spu = sf.SPU(spu_cluster_def)

y—
1T PSI
reports = spu.psi_csv( reports &
HENIESEEH
key=select_keys, inté4 original_count=1;
# TIEER
input_path=input_path, inté4 intersection_count = 2;
output_path=output_path, e

receiver="alice’, # receiver get output file. _

# psi protocol KKRT_PSI_2PC, BC22_PSI_2PC

protocol="ECDH_PSI_2PC',
PSI 3z 8EsiH

curve_type="CURVE_25519’, output_path ={
AR Dy LSRR alice: '/data/psi_output.csv', # 75 maliceim Bu%iH
bob: ‘/data/psi_output_bob.csv', # ¥ mbobimaE
}

precheck_input=False, # check inputfile duplicate entries
sort=False, # sort intersection by key ids

broadcast_result=False, # true receiver send intersection to
other parties

)

fEiEPSIFZEITX
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PSIHHMNFF & PSIiE FHHEZS

*RS22 Blazing Fast « PSIXHS7 RS - BEWEE
vole+okvs - RO RBANSE - EEREBE T
«Circuit PSI AN ET R 5

*Multiparty PSI

-Malicious PSI
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